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DETAILED ACTION 

1. Claims 1-9, 13-23 & 27 are pending. 

Response to Amendment 

2. In response to the Amendment filed on 4-21 -09: 

a. The Information Disclosure Statement (IDS) submitted on 5-17-05 has 
been considered by the examiner; and, 

b. The objections to claims 1 , 6, 1 0, 1 3, 1 4, 20, 21 & 26 have been 
withdrawn. 

Response to Arguments 

3. Applicant's arguments filed 4-21-09 have been fully considered but they are not 
persuasive. Regarding Applicant's that the "routing table" of Lockridge does not equate 
to Applicant's "MAC list". Lockridge makes it clear that a list of MAC addresses is used 
during configuration (See paragraph 20, line 7). 

4. Regarding Applicant's argument that Lockridge does not teach the new 
limitations added to claim 1 by the current Amendment. This argument is moot in view 
of the new grounds of rejection. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

1. Claims 1-9, 13-23 & 27 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over U.S. Patent Application Publication No. 2003/01 10240 to Lockridge, 
et al. (Lockridge), in view of U.S. Patent No. 6,865,673 issued to Nessett, et al. 
(Nessett). 

2. Regarding claim 1 , Lockridge teaches an information processing apparatus for 
connecting to a network to which a plurality of devices are connected, and executing a 
process of generating an access control list, comprising: a reception unit for receiving a 
packet from a client that serves as an access requesting apparatus through the network 
(See paragraph 19, lines 5-17; wherein the reception unit is in the router and receives 
the ARP packet); a storage unit storing a MAC list in which information for one client is 
set as registration data for one slot (See par. 16, lines 1-7; wherein memory 220 is the 
storage unit); a registration permission judgment unit for confirming whether or not there 
is an empty slot in the MAC list and judging that a registration is permitted only if there 
is the empty slot in the MAC list, in a client registration process based on a received 
packet at the reception unit (See par. 20, lines 5-10; wherein there is an "empty slot" 
when there is no other device with a conflicting MAC address); and a registration 
processing unit for acquiring data containing a client MAC address from the received 
packet and executing a registration process for the MAC list, in accordance with a 
judgment of the registration permission by the registration permission judgment unit 
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(See par. 20, line 7, and par. 21, lines 14-16; wherein the MAC list is in the routing 
table). 

Lockridge does not teach the MAC list being composed of a pre-determined 
number of slots that define a corresponding predetermined number of clients that are 
granted permission to access the information processing apparatus. However, Nessett 
teaches, the MAC list being composed of a pre-determined number of slots that define a 
corresponding predetermined number of clients that are granted permission to access 
the information processing apparatus (See col. 1, lines 46-47, and col. 5, lines 42-45; 
wherein only pre-authorized devices/clients are allowed to be installed, which equates 
to a pre-determined number of slots corresponding to a predetermined number of 
clients). Using the features of Nessett in the system of Lockridge would have provided 
system control regarding which devices were allowed to connect to the system and 
regarding the total number of devices that were allowed to connect. Therefore, it would 
have been obvious to one of ordinary skill in the art, at the time of the invention, to 
combine the teachings of Nessett with Lockridge. 

3. Regarding claim 2, Lockridge, in view of Nessett, teach the invention as 
described in claim 1 . Lockridge further teaches the registration processing unit is 
configured to acquire a sender MAC address contained in a header field of the packet 
received from the client (See par. 19, lines 17-22; wherein the MAC and other 
addresses are in the header of the ARP packet) and adopts the acquired sender MAC 
address as registration information of the MAC list (See par. 21, lines 14-16). 
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4. Regarding claim 3, Lockridge, in view of Nessett, teach the invention as 
described in claim 1 . Lockridge further teaches a packet analysis unit forjudging 
whether the packet received from the client is a registration processing request packet 
or a data processing request packet (See par. 19, lines 15-17; wherein scanning and 
determining is the equivalent of analyzing and judging); and characterized in that: if the 
packet received from the client is the registration processing request packet, the 
registration permission judgment unit executes a registration permission judgment 
process in accordance with a presence/absence detection process for the empty slot in 
the MAC address (See par. 20, lines 5-10); and the registration processing unit 
executes a registration process in accordance with the judgment of the registration 
permission by the registration permission judgment unit (See par. 21, lines 14-16). 

5. Regarding claim 4, Lockridge, in view of Nessett, teach the invention as 
described in claim 1 . Lockridge further teaches if the packet received from the client is 
the data processing packet, the registration permission judgment unit executes the 
registration permission judgment process in accordance with the presence/absence 
detection process for the empty slot in the MAC address (See par. 18, lines 4-7); and 
the registration processing unit executes the registration process for the MAC list in 
accordance with the judgment of the registration permission by the registration 
permission judgment unit, by acquiring the data containing the client MAC address from 
the received data processing request packet (See par. 20, lines 5-10, and par. 21, lines 
14-16). 
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6. Regarding claim 5, Lockridge in view of Nessett teach the invention as described 
in claim 1 . Lockridge does not teach the control unit executes a close process for the 
empty slot under a condition that a lapse time from a setting process for the empty slot 
in the MAC list exceeds a predetermined threshold time. However, Nessett teaches this 
limitation (See column 4, lines 20-25). Using the time limit of Nessett in the system of 
Lockridge would have made a more efficient system, by not allowing the registration 
process to wait unnecessarily on a device that was not functioning properly. Therefore, 
it would have been obvious to one of ordinary skill in the art, at the time of the invention, 
to combine the teachings of Nessett and Lockridge. 

7. Regarding claim 6, Lockridge, in view of Nessett, teach the invention as 
described in claim 1 . Lockridge does not teach the registration permission judgment 
unit is configured to execute a process of judging whether or not a data processing 
request sequence from the client correctly and reliably executes a sequence in 
conformity with a UPnP protocol; and the registration processing unit is configured to 
execute the registration process for the MAC list in accordance with a judgment that the 
data processing request sequence from the client correctly and reliably executes the 
sequence in conformity with a UPnP protocol. However, Nessett teaches this limitation 
(See col. 2, lines 51-53). Using the plug and play protocol of Nessett in the system of 
Lockridge would have broadened the appeal of the system by allowing for the addition 
of popular plug and play devices. Therefore, it would have been obvious to one of 
ordinary skill in the art, at the time of the invention, to combine the teachings of Nessett 
and Lockridge. 
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8. Regarding claim 7, Lockridge, in view of Nessett, teach the invention as 
described in claim 1 . Lockridge does not teach the registration permission judgment 
unit judges whether a content directory service (CDS) request process in the sequence 
in conformity with the UPnP protocol is executed or not in response to a data 
processing request from the client; and the registration processing unit is configured to 
execute the registration process for the MAC list in accordance with a judgment that the 
content directory service (CDS) request process is executed, by acquiring the data 
containing the client MAC address from the received data processing request packet. 
However, Nessett teaches this limitation (See col. 2, lines 51-53; wherein a content 
delivery service request, such as a request for a movie from a video service, would be 
treated the same as any other data request; meaning that it would not trigger the 
registration process). Using the plug and play protocol of Nessett in the system of 
Lockridge would have broadened the appeal of the system by allowing for the addition 
of popular plug and play devices. Therefore, it would have been obvious to one of 
ordinary skill in the art, at the time of the invention, to combine the teachings of Nessett 
and Lockridge. 

9. Regarding claim 8, Lockridge, in view of Nessett, teach the invention as 
described in claim 1 . Lockridge further teaches the registration processing unit is 
configured to execute the registration process for the MAC list by acquiring the MAC 
address and identification information different from the MAC address stored in the 
packet received from the client (See par. 20, lines 5-10; wherein the IP address is the 
different ID information). 
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10. Regarding claim 9, Lockridge, in view of Nessett, teach the invention as 
described in claim 8. Lockridge further teaches the identification information different 
from the MAC address is identification information of global unique ID information or key 
information set to a client apparatus (See par. 20, lines 5-10; wherein the IP address is 
the global ID). 

1 1 . Regarding claim 1 3, Lockridge teaches a server client system for connecting to a 
network to which a plurality of devices are connected and receiving an access request, 
comprising: a client configured to, detect an activation of a communication process in 
the network based on a power-on process or an activation of a specific application, and 
generating and transmitting an access control list registration processing request packet 
storing own MAC address in header information by using the detected information as a 
trigger (See par. 19, lines 5-11, and par. 20, lines 6-8; wherein when "the device 
attempts to communicate with another networked device" is equivalent to power on or 
activation); and a server configured to receive the access control registration processing 
request packet from the client through the network, confirm whether or not there is an 
empty slot in a MAC list which sets information including a MAC address of one client 
as registration data for one slot, execute a registration process of registering client 
information based on the packet in the MAC list, only if there is the empty slot in the 
MAC list (See par. 20, line 6, to par. 21 , line 16). 

Lockridge does not teach the MAC list being composed of a pre-determined 
number of slots that define a corresponding predetermined number of clients that are 
granted permission to access the information processing apparatus. However, Nessett 



Application/Control Number: 10/535,183 Page 9 

Art Unit: 2458 

teaches, the MAC list being composed of a pre-determined number of slots that define a 
corresponding predetermined number of clients that are granted permission to access 
the information processing apparatus (See col. 1, lines 46-47, and col. 5, lines 42-45; 
wherein only pre-authorized devices/clients are allowed to be installed, which equates 
to a pre-determined number of slots corresponding to a predetermined number of 
clients). Using the features of Nessett in the system of Lockridge would have provided 
system control regarding which devices were allowed to connect to the system and 
regarding the total number of devices that were allowed to connect. Therefore, it would 
have been obvious to one of ordinary skill in the art, at the time of the invention, to 
combine the teachings of Nessett with Lockridge. 

12. Regarding claim 14, Lockridge, in view of Nessett, teach the invention as 
described in claim 13. Lockridge further teaches the server is configured to execute a 
process of acquiring a sender MAC address contained in a header field on a packet 
received from the client and adopt the acquired sender MAC address as registration 
information for the MAC list (See par. 21, lines 14-16). 

13. Regarding claim 15, Lockridge teaches an information processing method of 
generating an access control list in a router, comprising: connecting, with a connecting 
unit in a router, to a network to which a plurality of devices are connected; receiving, 
with a receiving unit in the router, a packet from a client that serves as an access 
requesting apparatus (See par. 19, lines 5-8); judging, with a judgment unit in the router, 
whether or not there is an empty slot in a MAC list in which information of a MAC list for 
one client is set as registration data for one slot (See par. 20, lines 6-10; wherein there 
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is an empty slot when there is no conflict); and acquiring, with an acquiring unit in the 
router, data containing a client MAC address from the received packet and executing a 
registration process for the MAC list, in accordance with the judging only if there is the 
empty slot in the MAC list (See par. 21, lines 14-16). 

Lockridge does not teach the MAC list being composed of a pre-determined 
number of slots that define a corresponding predetermined number of clients that are 
granted permission to access the router. However, Nessett teaches, the MAC list being 
composed of a pre-determined number of slots that define a corresponding 
predetermined number of clients that are granted permission to access the information 
processing apparatus (See col. 1 , lines 46-47, and col. 5, lines 42-45; wherein only pre- 
authorized devices/clients are allowed to be installed, which equates to a pre- 
determined number of slots corresponding to a predetermined number of clients). 
Using the features of Nessett in the system of Lockridge would have provided system 
control regarding which devices were allowed to connect to the system and regarding 
the total number of devices that were allowed to connect. Therefore, it would have 
been obvious to one of ordinary skill in the art, at the time of the invention, to combine 
the teachings of Nessett with Lockridge. 

14. Regarding claim 1 6, Lockridge, in view of Nessett, teach the invention as 
described in claim 15. Lockridge further teaches the registration processing step 
execute a process of acquiring a sender MAC address contained in a header field of the 
packet received from the client, and adopting the acquired sender MAC address as 
registration information of the MAC list (See par. 19, lines 17-22). 
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15. Regarding claim 17, Lockridge, in view of Nessett, teach the invention as 
described in claim 15. Lockridge further teaches a packet analysis step of judging 
whether the packet received from the client is a registration processing request packet 
or a data processing request packet (See par. 18, lines 4-7, and par. 19, lines 5-8); and 
characterized in that: if it is judged at the packet analysis step that the packet received 
from the client is the registration processing request packet, the registration permission 
judgment step executes a registration permission judgment process in accordance with 
a presence/absence detection process for the empty slot in the MAC address (See par. 
20, lines 5-10). 

16. Regarding claim 18, Lockridge, in view of Nessett, teach the invention as 
described in claim 15. Lockridge further teaches if the packet received from the client is 
the data processing packet, the registration permission judgment step executes the 
registration permission judgment process in accordance with the presence/absence 
detection process for the empty slot in the MAC address (See par. 18, lines 4-7, and 
par. 19, lines 5-8); and the registration processing unit step executes the registration 
process for the MAC list in accordance with the judgment of the registration permission 
by the registration permission judgment unit, by acquiring the data containing the client 
MAC address from the received data processing request packet (See par. 20, lines 5- 
10). 

1 7. Regarding claim 1 9, Lockridge, in view of Nessett, teach the invention as 
described in claim 15. Lockridge does not teach a control step of executing a close 
process for the empty slot under a condition that a lapse time from a setting process for 
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the empty slot in the MAC list exceeds a predetermined threshold time. However, 
Nessett teaches this limitation (See column 4, lines 20-25). Using the time limit of 
Nessett in the system of Lockridge would have made a more efficient system, by not 
allowing the registration process to wait unnecessarily on a device that was not 
functioning properly. Therefore, it would have been obvious to one of ordinary skill in 
the art, at the time of the invention, to combine the teachings of Nessett and Lockridge. 

18. Regarding claim 20, Lockridge, in view of Nessett, teach the invention as 
described in claim 15. Lockridge does not teach the registration permission judgment 
step includes a step of judging whether or not a data processing request sequence from 
the client correctly and reliably executes a sequence in conformity with a UPnP 
protocol; and the registration processing step executes the registration process for the 
MAC list by acquiring the data containing the client MAC address from the packet 
received from the client in accordance with a judgment that the data processing request 
sequence from the client correctly and reliably executes the sequence in conformity with 
a UPnP protocol. However, Nessett teaches this limitation (See col. 2, lines 51-53). 
Using the plug and play protocol of Nessett in the system of Lockridge would have 
broadened the appeal of the system by allowing for the addition of popular plug and 
play devices. Therefore, it would have been obvious to one of ordinary skill in the art, at 
the time of the invention, to combine the teachings of Nessett and Lockridge. 

1 9. Regarding claim 21 , Lockridge, in view of Nessett, teach the invention as 
described in claim 15. Lockridge does not teach the registration permission judgment 
step includes a step of judging whether a content directory service (CDS) request 
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process in the sequence in conformity with the UPnP protocol is executed or not in 
response to a data processing request from the client; and the registration processing 
step executes the registration process for the MAC list in accordance with a judgment 
that the content directory service (CDS) request process is executed, by acquiring the 
data containing the client MAC address from the packet received from the client. 
However, Nessett teaches this limitation (See col. 2, lines 51-53; wherein a content 
delivery service request, such as a request for a movie from a video service, would be 
treated the same as any other data request; meaning that it would not trigger the 
registration process). Using the plug and play protocol of Nessett in the system of 
Lockridge would have broadened the appeal of the system by allowing for the addition 
of popular plug and play devices. Therefore, it would have been obvious to one of 
ordinary skill in the art, at the time of the invention, to combine the teachings of Nessett 
and Lockridge. 

20. Regarding claim 22, Lockridge, in view of Nessett, teach the invention as 
described in claim 15. Lockridge further teaches the registration processing step 
executes the registration process for the MAC list by acquiring the MAC address and 
identification information different from the MAC address stored in the packet received 
from the client (See par. 20, lines 5-10; wherein the IP address is the different 
identification information). 

21 . Regarding claim 23, Lockridge, in view of Nessett, teach the invention as 
described in claim 15. Lockridge further teaches the identification information different 
from the MAC address is identification information of global unique ID information or key 
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information set to a client apparatus (See par. 20, lines 5-10; wherein the IP address is 
the global ID). 

22. Regarding claim 27, Lockridge teaches a computer readable storage medium 
encoded with instructions, which when executed configure a router to generate an 
access control list method comprising: connecting, with a connecting unit in the router, 
to a network to which a plurality of devices are connected, and receiving a packet from 
a client that serves as an access requesting apparatus (See par. 19, lines 5-8); judging, 
with a judging unit in the router, whether or not there is an empty slot in a MAC list in 
which information of a MAC list for one client is set as registration data for one slot (See 
par. 20, lines 6-10); and acquiring, with an acquiring unit in the router, data containing a 
client MAC address from the received packet and executing a registration process for 
the MAC list, in accordance with the judging, only if there is the empty slot in the MAC 
list (See par. 21, lines 14-17). 

Lockridge does not teach the MAC list being composed of a pre-determined 
number of slots that define a corresponding predetermined number of clients that are 
granted permission to access the router. However, Nessett teaches, the MAC list being 
composed of a pre-determined number of slots that define a corresponding 
predetermined number of clients that are granted permission to access the information 
processing apparatus (See col. 1 , lines 46-47, and col. 5, lines 42-45; wherein only pre- 
authorized devices/clients are allowed to be installed, which equates to a pre- 
determined number of slots corresponding to a predetermined number of clients). 
Using the features of Nessett in the system of Lockridge would have provided system 
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control regarding which devices were allowed to connect to the system and regarding 
the total number of devices that were allowed to connect. Therefore, it would have 
been obvious to one of ordinary skill in the art, at the time of the invention, to combine 
the teachings of Nessett with Lockridge. 



Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See M PEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jeffrey Seto whose telephone number is (571)270-7198. 
The examiner can normally be reached on Monday thru Thursday and alt. Fridays, 9:30 
AM-7 PM. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Joseph E. Avellino can be reached on (571 ) 272-3905. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



JKS 

7/1/2009 

/Joseph E. Avellino/ 

Supervisory Patent Examiner, Art Unit 2458 



